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1. Introduction

This guide provides step-by-step instructions on how users who already have an active CMS.gov Enterprise
Portal account and a role in <Your Application Name> can register for Multi-Factor Authentication (MFA),
remove a registered MFA device, and log in with MFA.

Note: Do not use this guide if you do not have a role in <Your Application Name>. If you want to request a
role in <Your Application Name>, please refer to the ‘EIDM Quick Reference Guide for New Users
Completing RIDP and MFA’. If you do not have an EIDM account and want to register for one, visit
https://portal.cms.gov.

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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2. Step-by-Step Instructions to Register for Multi-Factor Authentication (MFA)
in CMS.gov Enterprise Portal

MFA

MFA is a security mechanism that is implemented to verify the legitimacy of a person or transaction.
MFA requires you to provide more than one form of verification in order to prove your identity. MFA
registration is required only once when you are requesting a role, but will be verified every time you log
into the CMS Enterprise Portal.

During the MFA registration process, the CMS.gov Enterprise Portal requires registration of a phone,
computer, or email to add an additional level of security to a user’s account.

You may select from the following options to complete the registration process:

Smart Phone: Download Verification and Identity Protection (VIP) access software on your smart
phone/tablet. You must enter the alphanumeric credential ID that is generated by the VIP access
client. You will then enter the Security Code generated by the VIP client.

Computer: Download VIP access software on your computer. You must enter the alphanumeric
credential ID generated by the VIP access client. You will enter the Security Code generated by the
VIP client.

E-mail: Select the e-mail option to receive an e-mail containing a Security Code required at login.
You must provide a valid, accessible e-mail address.

Short Message Service (SMS): Use the SMS option to have your Security Code texted to your
phone. You must enter a valid phone number. The phone must be capable of receiving text
messages. Carrier charges may apply.

Interactive Voice Response (IVR): Select the IVR option to receive a voice message containing
your Security Code. You must provide a valid phone number and (optional) phone extension.

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps Screenshots

1. Go to https://portal.cms.gov/ : S
and select Login to CMS Secure CMSOQOV ‘Enterprlse Portal Home | AboutCMS | Newsroom | Archve | () Help & FAQs | /) Emai | | Prnt
Portal on the CMS Enterprise Centers for Medicare & Medicaid Services Loam st you estfeas ol | e
Portal. — e b

Note: The CMS Enterprise GO o Wiecome o CHES Forhl

Portal supports the following "

internet browsers: Welcome to CMS Enterprise Portal CMS Secure Portal

¢ Internet Explorer 8, 9,
10, and 11

¢ Mozilla-Firefox

To log into the CMS Portal 8 CMS user
account 15 required.

8 Login to CMS Secure
Portal

Forgot User ID?
Forgot Password?
New User Regsstration

The CMS Enterprise Portal is a gateway / -
being offered to allow the public to access a ~
number of systems related to Medicare ‘
Advantage, Prescription Drug, and other 3 /\(

A /
CMS programs.

i e e
innovaon Can'er | ML | | PECOs | Guasty Reportng | caxc|

e Chrome

e Safari

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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2. Read the Terms and
Conditions and select | Accept to
continue.

Healn Care Quaity Imgeovement System  Provicer Resowces

OMB No 0933923 | Exgwation Date: 04502017 | Pagensork Reaucion Act

You 2% a0tessngd 3 U S Oovernment ndormanon Syatem. wisth inCiuces (1) s Computer, (2) s COmputer medwork, (3) 3l COMpUiErs CONNSCING 10 IS Neteon,
B0 (4) 3 00vCes 300 X300 MACs SRNCANE 15 T AETAOCK OF B B COMOUTNe O 1N rtacrh. Thl FReation fystens & rOwOR A U § Covermment-Sumonind
e Oy

URSUInOnDed of sncroper oo of I8 Sya0em maly MUl 1 G oinary SCI0N. B8 wil 3§ vl 300 COMnG [enates.
By cang T mioemution Sytemt. pou LOOeiand Ind Consent 10 e oWy
You have nO 1eancnatie Sxpectation of DIVaKY TIGINENG 37y COMMUNKINON o Cata Yaratng or pored on B Normaton Jyvem

AL any S, and 100 30y Wi Govemment SUPOSe, N QOVEOIant My MONBOr, IMERCest. and S0 30J S6T0 SNy COMTUNK 200N O Gata TaNstng or 51000 00
s nformason yystem

ANY COMMUNCITON OF It FANSONg Of SI0red 0N T8 INIDIMBNON Sy 59em May Do 0SC0sed OF UIes0 10r 3y Wi Govemment DUDose:

To COnBNUe, yOu MUSE 2000t T T 30d CONTRONS I pOU COCAND. pOur 00N Wit SUEDMatK a8y De Canceied

-— G G

3. Enter your User ID and select
Next.

CMS.QDV | Enterprise Portal i | Moot S5 | Biswarmom | dosiven | N vt & s | [ Bt | L et

Centers for Medicare & Medicard Senioes
Haalmn Caion CQuadly Impecaimart fyniem Prowider Reaouice

Weleome to CMS Enterprise Portal

-_— GLTED GCTID

i et B3
) B BT R P - i LT R OTRDN

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk

5




CMS.gov Enterprise Portal Quick Reference Guide for Existing Users Adding Multi-Factor Authentication

(MFA) to Application Role

4. Select the Register MFA
Device link.

Enter Security Code

A sacurity code o required 1o complete your login

To retneve 3 Secunty Code, please select the Phone, Computer, or E-mal that you registered as your Mult-Factor Authenticabion (MFA) device
when you ongnally requested access, from the MFA Device Type dropdown menu befow

When entening the Securty Code please enter it promptly as the code will espwre in 3 short penod of time.

Unable 10 Access Securty Code?
1f you oce unable 19 access a Secunty Code, you may use the ‘Unable To Access Secunty Code® hink, To use thes link you will be directed away
from this page. For security purposes, vou wil be prompted 2o answer your challenge gw

bons before the Securty Code 18 genersted. The
securty code will Be sent to the emal address in your profile. You will be required to login agan with your User 10, Passwaed and Security
Code

You may aiso call your Application Mefpdesi to obtan 3 Security Code

After you receve the Securfty Code using thes link or from your Help Desk, you must sefect 'One Time Security Code’ cpbon froen the MPA
Device Type dropdomn menu.

Need to Register an MFA Device?
I you have not registered an MFA device and would Iie to 40 30 now, you may use the ‘Register MFA Device’ Iok. For security purposes you
will be peompted 10 l0gin agan and andwer your challenpe questions Defore regutening an MFA devnce.

Password

MFA Device Type: Selett MFA Dewce Tige v

Secunity Code

T G

Eotact Onpene?

R R AN oy o
- Regite 474 Dee

Welcome to CMS Enterprise Portal

5. Select OK to navigate away
from the login page.

Note: Selecting Cancel will end
the process to register an MFA
Device.

Unable 10 Access Security Code?

I you are unable to access a Security Code, you may use the Unable To Access Security Code?’ Sink. To use this link you will be directed away
from this page. For security purposes, you will be prompted to answer your chafienge questions before the Security Code is generated. The
security code will be seek to the emad address in your peofile. You will be required to login 2g3in with your User 1D, Password and Security Code.
You may 250 call your AppScation Helpdesk 2o obtain 2 Securlty Code.

After you receive the Security Code using this fink or from your Help Desk, you must sslect 'One Time Sacurity Code’ option from the MFA Device
Type dropdonn meny,

Need to Register an MFA Device?
¥ you have not registered an MFA device and woeld like to do 50 now, you may use the Redister MFA Device' link. For security purposes you wil
be promspted to login again and answe your cf [FERBNERR

You are navigatng away from he page. 0o you

Password: |
. T wishlocontnue?

MFA Device Type: Seixt WA Device Typ

Securky Code:| ‘ oK | Cancel
) s
Eoroot Passenrd?
\Unable 1o Access Secorty Cooe?

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk

6




CMS.gov Enterprise Portal Quick Reference Guide for Existing Users Adding Multi-Factor Authentication

(MFA) to Application Role

6. Read the Terms and
Conditions and select | Accept.

Healn Care Quatity Impeovement System  Provicer Resowces

Terms and Conditions

OMB No 0932920 | Expwation Date: 04502017 | Papersork Reaucion At

You 2% a00essan 3 U S Oovernment ndoemancn Syatem. which ncluces (1) s computer, (2) s computer network, (1) 3 COMPUBENS CONNBCING 10 IS neteon:
B0 (4) 3 OFVCes 300 32308 MAGS MCING 15 TR HATASAY OF 19 B SOMOUINe 0N 1N tarh. Thel FIDImaton fystens & DrowORE K U S Coverniment-auihorind
use oMYy

UNSUINATNd oF InCrooer Ut of I SyA0em My MUl 1 CCOnary SCI0N. B8 Wil 35 v 00 CImngl Denates

By cang T Soemuton Sratemt. pou LN 3nd CONsent 10 P Liownyg

You have 70 (enonatie $x3ectaton of SOVacY TegINENG 3%y COMMUNKITON o Cata Yamatng or $red on B rdormaton yysem

AL any Sene., and for 30y Wi GOVenment SUTOSE, 1 JOVEIInt My MONRor, MMENest, nd SN 300 69 2Ny COTYTLNK J00N O Cata TaNSEng O $i00ed 00
ey Nformaton Sysem

ANy COMMUNCItON O Gat YaNSENG Of S20r6d 0N T8 NIXEMBNON Sy59em May Do 05008 Of UBes Kr 3y GWis GOvernment DUTose.

ToContnue. yOU MUSt JCCEOt THe MM 300 CONGRONS 1f 70U SOCANG. pOUr QN Wik SUADMAt A0y e Landeied

-— G G

7. Enter your User ID and
Password, and select Log In.

o | st Cu | towoom | sctvn | @ o8P | ) e | e
CMs,gOV | Enterprise Portal

Centers for Medicare & Medicaid Services

Provider Resowces

Welcome to CMS Enterprise Portal

_— o
_—p o

—) G G

Foraot Passeced?
Eomot Usee 107
Need an account? Ciek s lirk - New user reasyaton

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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8. Answer the challenge

i CMS it '
questions and select Next. TGOV PO

My Portal
CMS Ponal > Register MEA Davics

Sereen teacer oy OF | Accossdality Setngs
Fleass anypsy the odleing Chaliengs geestions

VWhiai i P naeme oF yrossr dvonda pai?
Vehil wanh s Einesrita Yoy whart o waste 3 ¢hild?

What i your Sevorte rachs stasion

b1t

e e ¢Em

M5 Portal Ligin: s shoukd b directed 0 205 Ther | support at 1-855-267-1515 of CMS_ FEPS@s hite gos
Foor troubiie with your EUA, acooant, please vist the Enterprise User Sdminestnaton [EUW) page,

9. Select an MFA device from the . CMS Portsl > Register MFA Device
MFA Device Type dropdown.

Screen readir mode OFf | Accessdity Semngs
Regestered MFA Devices

Note: You can select the arrows Thess e 70 MFA 0 25506060 W s ot
on the left of each MFA Device

Type for additional information. S e P i 0

Adang a Securty Coce 10 your iogn 350 inown 25 M- actor Aufenticaion (MFA) tan make your iopin more secura by providng an e Layer of grofechion 10 your weer name and
password

You tan asscciate e Securty Code 2 your peolie Dy ngsienng your phone. computer of Enad Spiect e inks Delow 10 8 out morg sformation 200 e oot
= Phone/Tabiet PCLaptop

‘ 2 Text Message Short Messape Service [SMS)
> Ineeactive Vioice Response VR)

> Email
Please nofe 1at you e Orly 2M0wed o @sepls 1 register your WFA device. If you are unabie 0 regsier your device WENn hao atempls please iog out. then 1o back n foiry agan

Sakact the MPA Device Type that you want 9 152 1o lopn to sacure applications fom the dropdoan meny below

VEADRVCS Typs Senc WA Covce Tt ~ .

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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9(a). If selecting
Phone/Tablet/PC/Laptop as the
MFA Device Type, enter the
alphanumeric code that displays
under the field labeled Credential
ID (on the VIP Access software)
in the Credential ID field. Enter a
brief description (e.g., Laptop) in
the field labeled MFA Device
Description. Then select Next.

MFA Option (a) Screenshots

Registar Your Phone, Computer, or E.mall

also knoan as Multi-Facior Autherticaton (MFA) can make your logn more secure by prowding an &

g your phone, computer or E-mad. Select the links below 10 find out more

rformatio

7 Phone/TabletPC/Laptop
To the Valdaton and 10

ou do not already have 2

Select the

¢, you must download the VIP Access software,

following link -hii o

Message Service (SMS)

7 Text Message Shon
The SMS option will send your Secus

o droctly 10
phone rumber for a mobd

capable of recenang text messag

your mobde device via text message. This option

Carnier sornce

% 10 gse 10 Jogn 1o secure applications from the dropdown menu belovw

o that desplays under the Label Credentiad D on your device.

* MFA Device Descnption.  PC Option _

* MFA Device Type: Prese

* Credential ID

3534857

151 downioad the VIP Access softaware 10 your phone,

Gl G
=

¥ VIP Access

"Credential ID
SS8T63534857

'SecurityCode—M}

310832|€
O s

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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OR OR

9(b). If selecting Text Message | MFA Option (b) Screenshot
— Short Message Service (SMS) | ReatsterYour Phone, Computer, or Emal

as the MFA Device Type, enter

Adding a Security Code 10 your logn also known as Mulh-Factor Authentbcaton (MFA) can make your login mare secure by prowdng an extra

the Phone Number that will be | i o i o i s

Used tO Obtaln the SeCUI’Ity COde. I‘o&;‘;\;ﬁmu:::::;ﬁ‘cmloywra¢mb, regutering your phone, comprter or E-mai. Select the nks below 1o find out more
Enter a brief description (e.g., O

Text) in the fleld Iabeled MFA 'T&u;m\;:‘l‘zmaﬁ %Aiﬁfm(xﬁggx;?jmﬁh:cf,wm you Manm‘ﬂpl\ccas softaare 1o your phone, if
DE,‘VICG Descrlptlon and SEleCt To use VIP access software on your computer, you must download the VIP Access software, f you do not already have it Solect the
Next. following link -hitps. Hidprotect vap symankes conydesktop/doanioad v

7 Text Message Shost Message Service (SMS)
The SMS opticn will send your Security Code directly 10 your modde davice via text message. This opton requines you to prowde a ten (10)
digas US phone number for a mobie device that is capable of recening text messages. Camer senice charges may apply for this option
7 Imeractive Voice Response (IVR)
The IVR option will communcate your Security Code through a voste message that will be sent drectly 10 your phona. The cption requires
you 1o prowde 3 vald ten (10) dgts US. phone number and (Optional) extension that will be used dunng logn 10 oblain the Securty Code

The exteﬂvonmz. begin with any one of the followng: astensks™ | period " - comma "’ | pound ‘¥ followed by numens 0109 For example
4885554444 111

To access the appheation you must enter the provded Securty Code on the logn page. Carmer service charges may apply for this option
7 E.mail

The E-mad address on your profile will be used when regrstenny for Muib-Factor Authentcaton (MFA) using E-mad opbon. YWhen logging

N0 a secure application, your Security Code that is required at the login page 'will be e-masded 10 the o-mail address on the profile

Please note that you are only aliowed two attempts 1o regater your MFA dovce. If you are unable 10 register your dewice withn two attempts
please log out, then log back in fo try agan

Seloct the MFA Dovice Type that you want to use to login to secure applications from the dropdown maay below.
« MFA Device Type  Ten Messsge5nom Message Sarvee 505, [V

Enter the phone number that wall be used to obtain the Securty Code.

 Phone Number 2227 (B S
* MFA Devico Description:  Tent -

GEID G e

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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OR OR
9(c). If selecting Voice Message | MFA Option (c) Screenshot

— Interactive Voice Response Register Your Phone, Computer, or E-mall
(IVR) as the MFA Device Type, \
enter the Phone Number and t?:ngi:\;ﬁ:‘mo&zﬁmzmgg::w\; Mult-Factor Authenticabon (MFA) can make your Jogin more secwre by prowding an extra

Correspondlng Exten [ | on that Wl" Lﬁmgs:ﬁ;:ﬁcf:c::t, Code to your profie by regatering your phone, computer or E-mail. Select the inks below to find out more
be used to obtain the Security
. .. 7 Phone/Tablet/PCLaptop
Code Enter a bnef descnp“on To use the Vahdation and 1D Protecton (VIP) access software on your phone, you must download the VIP Access software 10 your phone. if
R R you do not aiready have #. Select the following knk -Nittps.im vip symantes. comhoma .y
(e'g " IVR) in the fleld Iabeled To use VIP access software on your computer, you must whnfm the VIP Access software, if you do not akeady have ¢ Select the
M FA DeVICG Descrl ptl on and foliowng link -hitips /idpeotect wip symantec conydesktop/dosniond v
7 Text Message Short Message Service (SMS)

Select Next . The SMS option wall send your Secunty Code directly 1o your mobde device via text message This opSon requires you 10 peowade a ten (10)
digits U S phooe number for a mobde device that i1s capable of recenang text messages. Carner service charges may apply for thes option

7 Inmeractive Voice Response (IVR)

. H H H The VR option will comemunicate your Secunty Code through a voice message that will be sent deoctly 1o your phone. The option requres
NOte- EXtenS|On IS an Optlonal you 1o provide a vald ten (10) digts US phone number and (Opbonal) extension that will be used dunng login 1o cbtain the Secunty Code
- H The extension may begn with any one of the followmng: astensks™ _ penod *' | comma '," , pound W followed by numenc 010 9. For example
field. You may choose to provide 4895554424, 1113 ‘ '
To access the appicabon you must enter the prowided Securty Code on the login page. Camer service charges may apply for thus opbion

a 10-digit phone number or a e
phone number Wlth an extenS|on . The E-mail address on your peofile will be used when regestenng for Multi-Facior Authenticabon (MFA) using E-mail option. When loggng

o a secire apphcation, your Secunty Code that is required at the login page will be o-maded 10 the o-mail address on the profile

Please note that you are cnly allowed two attempts to regsster your MFA dence. i you are unable 1o register your dovice within two atiempts
please log out, then log back in % try again

Select the MFA Device Type that you want to use to login o secure applications from the dropdown menu below
« MFA Device Type: | mowactve Voce Rasporss (IVR) vl

Enter the phone number that will be used to obtan the Security Code.
* Phone Number 807 345 2423 Extension 242

« MFA Device Descrgtion VR —
_GETED GETE ¢

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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OR

9(d). If selecting E-mail as the
MFA Device Type, the E-mail
address on your profile will be
automatically used to obtain the
Security Code. Enter a brief
description (e.g., E-mail) in the
field labeled MFA Device
Description and select Next.

Note: The E-mail address cannot
be changed at the time of MFA
device registration. It can only be
changed using the 'Change E-
Mail Address' option from the
‘Change My Profile’ menu.

OR
MFA Option (d) Screenshot

Register Your Phone, Computer, or E.mail

Addng 3 Security Code 1o your logn 250 known as Mult-Factor Authentication (MFA) can make your logn more secure by providng an extra
ayer of protection 10 your user name and password

You can associate the Secunty Code 10 your profile by regestenng your phone, computer or E-mad. Select the lnks balow 1 find out more
mioemabon about the opbions.

7 Phone/Tablet/PC/Laptop
To use the Validation and ID Protaction (VIP) access software on your ph
you do not already have it Select the foliowng ek -hitps Vv

must download the VIP Access softaare 1o your phooe, d
D SYMAN: ne v

To use VIP azcess software on your computer, you must doanioad the VIP Access software, # you do not already have it Select the
following ink -hitps Midorotect vip symanies coavdeskionidownioad v

7 Toxt Message Short Message Service (SMS)
The SMS opbon will send your Securty Code diractly 10 your mobde device via 10x1 mes5age. Thes opbon roquires you to provide a ten (10)
digits US. phone number for a mobde device that is capable of recerving toxt messages. Camer service charges may apply for thes option

7 Interactive Voice Response (IVR)
The IVR option will communicate your Secunty Code through a voce message that will be sent directly 1o your phona. The option requires
you % pravicde a valid ten (10) dgits U'S. phone number and (Optional) extensson that will be used dunng login to obltain the Securty Code
T fonson n-.:_; begin with any cne of the following: astensks™ | period '* . comma " ; pound W followed by numeric 0 1o 9. For example
4444 1112

To access the apphcation you must enter the provided Secunty Code on the login page. Carmer sennce charges may apply for this opion

7 E-mall
The E-mad address on your profile will be used when registenng for Multh-Factor Authentication (MFA) using E-mai option. \When logging
INto 3 secure appiicabon, your Secunty Code that &5 requred 3t the logn page will be e-maded to the e-mad address on the profile
Please note that you are only allowod two attempts 10 rogister your MFA device If you are unable 10 regester your device within two atlernpts
please log out. then log back in 10 try agan

Select the MFA Device Type that you want to uze 1o login to secure applications from the dropdown menu below.
« MFA Devico Type £ v

E-mad Address laluru@gssinc.com _
The E-mad address on your profile will actomatically be used for the E-madl option. Your e-mall address cannct be changed at
the time of MFA registration.To change your E-madl please select 'Change E-Mal Address’ from the 'Change My Profile’ menu.
* MFA Device E-mail —
Descnption

TP GED

10. Your registration for the Multi-
Factor Authentication is now
complete. Select OK to continue
to log in with MFA.

Note: You will receive an E-mail
notification for successfully
registering the MFA Device Type.

e | S0t Oes | e | ©

CMS.gov

care & Meccad Sev

Enterprise Portal
o Leam 200t pour Mol re otong

et (v Guaty Ingrowement Sysee  Provier Resoaroey.

s > Register MFA Device

Sower W00 MO0 OF  ACTeSebAR; Setrgy
.

Register Your Phone, Computer, or E-mail
You have successfully registered your Phone/Computer/E-mall to your user profile

Click “OK’ to close this window and login

ad

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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11. Enter your User ID and select o | s 23 | s | s | P i | 2 et | 5 P
Next to continue to log in. CMS.QDV | Enterprise Portal

Cenbars for Madicare & Medicasd Sanacas

Haabth Cace Qrealiy Impeovimand fyuiem Provider Hescuices

Weleome to CMS Enterprise Portal

- GCED G

Eiripl Wi K1Y

Wb B OURET R P - M L PO

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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3. Remove a Registered Multi-Factor Authentication (MFA) Device
To remove a registered Phone or Computer, please follow each step listed below unless otherwise

noted.
Steps Screenshots
1. Go to https://portal.cms.gov/ : :
and select Login to CMS Secure CMSOQOV ‘En?erprlse Portal Home | AboutCMS | Newsroom | Archive | () Help §FAQs | () Emad | 1 Print
Portal on the CMS Enterprise Centers for Medicare & Medicaid Services Leam st you hesthese st | |
Portal. Health Care Quality improvement System  Provider Resources
Note: The CMS Enterprise SR kNS

Portal supports the following
internet browsers:

Welcome to CMS Enterprise Portal

CMS Secure Portal

To log into the CMS Portal 8 CMS user

¢ Internet Explorer 8, 9,
10, and 11

The CMS Enterprise Portal is a gateway / -
-

account 15 required.
being offered to allow the public to access a
e Mozilla-Firefox number of systems related to Medicare \ ‘ 8 Login (‘m Secure
Advantage, Prescription Drug, and other % /{ [/
e Chrome CMS programs. / "
Forgot User |
e Safari ot Paswor?

New User Regstration

bl

innovaton Canr | Mus | o | PEcos | ussty Reporing | cac!

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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2. Read the Terms and
Conditions and select | Accept to
continue.

Healn Care Quality Impeovement System  Provicer Resowces

Terms and Conditions

OMB No 0932920 | Exgwation Date 04502017 | Pagensork Reaucton Act

You 2% B00essn) 3 U S Govermment nfoamancn Syatem. which iIncluses (1) s computer, (2) T computer metwork, (1) 3 COMPUBENs CONNSCING 10 IS netwon:
B0 (4) 3 0rres 500 S 308 MG BRCING 15 Tl HATRONY OF B B COMOUTNe 0N 1N Mtatrh. Thes FRmation fystens & DrowoR A U S Oovernimend-uthoree
e oMYy

URSUINADNd & #0ro0er uoe Of 08 Sy00m My MUl 1 G oinary SCE0N. B8 Wil 35 (vl 300 COMNG Derates.

By cang T Pormaton ST pou LO3iENd Ind CoNent 1 e oW

You have mO 1ean0natie Bx3ectaton of DOVECY MIGRNENG 3%y COMMUNKITON of Sata Tamatng or $ored on B rformuaton yyvem

AL 2ny 5eme, 3nd %00 3y wWhs GOvemment SUPOSe, e QOVErIant My MONRGY, IMINCERt, 3Nd SE3TUA 300 D0 3Ny COMYTUNK 0N O Gta Tanstng or 5104ed 0
vs NMICON Sy¥tem

ANy COMMUNCION OF CIN YANSENG Of S0ed 0N T8 INIMSNON $y53em May Do 0SC0sed Of U Kr 3y Wi Govermment DUDose

To 0ONBNUe, yOU MUSE 20Ot T Nnms 30 CONTBONS 1 0U SOCAND. pOur 00N Wil SUADMat 0y De Canceted

— G G

3. Enter your User ID and select
Next to continue.

v | ot Cuts | viparsrnom | v | G vt b e | L] o | L P

CMS QOV |Enterprise Portal

Cenbars for Madicare & Medicasd Senacas
Haalm Caew Craalty Impecawimand fyslem  Providar Hivcatcan

Welcome to CMS Enterprise Portal

_— G 7D

Pt L BT
Frd 3 BT CRCE P - i LT RO

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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4. Enter your Password, select
an MFA device from the MFA
Device Type dropdown, and
select Log In.

Note: You should select the MFA
Device Type that you previously
registered.

Welcome to CMS Enterprise Portal

Enter Secenty Code

A secunity code s

requred to complete yaur login

Code, please select the Phome, Computer, or E-mad that you regstered as your Multi-Factor Authenbcaton (MFA) dewce

when you ongeally requested access, from the MFA Dewce Type dropdonn meny below

When entering the Secunty Code please enter it promotiy as the code will expire in & short perad of time

Unable 10 Access Security Code?

If you are unable 1o access » Security Code, you may use the ‘Unable To Access Securty Code?’ link, Yo o
tons befo

ofile. You will be required to login again with

you wil be prompted o answer your challeng

wil be sent to the emarl address in your pr

our Application Melpdesk to obtan » Security Code.

e using thes link or from your Melp Desk, you must select 'One Time Secunty Code’ optio

n from the MFA

Device Type dropdown menu

Need 10 Register an MFA Device?

If you have not regstered an MFA dence and would hike 20 &5 30 now, you

Fee secunty purposes you

mary uie the Regater MFA Dewce kok

will be prompted to login AR and answer your challenge Guesbons Before registenng s NFA devce.

‘ MFA Device Type:  Selott MFA Devke Tipe v

Password

Forgot Passwor:
Urable 1o S2caes Seciaty Code?
Reghter MFA Device

5. Select your username and then
select My Profile from the
dropdown menu to go to your
profile.

Qrunsing B

CMS et o
.Q/J,”E'e’r/se oral

Wi

O Portr » EOW s meny page > My Accets

- T o P B g e Ben P ¥ 1] — '
AP e 4 0 ThAD e “!i) o oad |
- e e ‘ E
T Easin oy
e -l ot o v BCARE Mot Dot
® " | |
x = 1
PSR bt bannn Syt hme
Brtnd Fpown e Lo gt Doy vens Lmgeme havy et et Yeiy
fatwe v S CBG T Fann e g e o8 o e
By Lvenst et Vm
) o e -
—_ oy I e ST
Sy oapedes g .
anSiedm My Pending Requests
gt [SeSTe ——rhie

05 00 001 00 30y SO0 AT I e

St Sty hemt 4

£a : 11 o0t 200 g 1o
" Lopraren Sy Cow O e "

. -
2% Wi Seaz Pasm T asnt v ow
-

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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6. Select the Remove Your
Phone, Computer, or E-mail link
to remove a registered MFA
device from your profile.

Select the radio button next to the
device you wish to remove, enter
the Security Code sent to your
device, and select Next to
continue.

Cé‘é% Enterprise Portal

My Fortal ELMO W

CMS Fortal > EIDM user menu page > My Profile

Serean reader mode OFF | Accassibiity Settings
-

= Change My Profile
Wi Wy Prefile
Changs Password
ot Y wr P sputisr_ar E-rmai

i
‘ e Y ¢ E-mail

Wiaw My Profile
e, GOy L First Marme @ sally
Last Mams - smath
Cravie of Barthy © 0202530

E-mail Address | chjshnsoni@qssms com

U_S Home Address

Phomne Number | 2406665399
FHome Address Line 1 : 321 sandy road
Haoma Address Ling 2

Caty - gantharsbasg

7. Select the registered device
you want to remove, select Send
Security Code, enter the security
code received on the selected
MFA Device Type, and select
Next to proceed.

Note: Selecting Cancel will end
the device removal process.

State : MD
Zip Code ;. 20879
Country: USA
@ ol 8FA0s G Primt @Blegos ™

gov|
#M 0S FFSOCS v

CMS Portal > EIDM cser menu page > My Prafile

e, cra0w 000 O A chtsilty Somrgs

Enter T securtly 008 $m 3 phone o COMOUle Tt 10U Rave aready Mgmiened e IS X0OUt KaeD I TIng T Te Securty Cooe Cranges
Powry X0 MCONR Pt a0 Jc corden T o0 [ramgey

w i ? o)

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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8. Removal of your registered
MFA device is now complete.

Select OK to proceed, Remove Your Phone or Computer

You hre successiully removed the registered Smantphone/Computer Bom your proble

Note: You will receive an E-mail

notification for successfully ) D

removing the MFA device.

9. You will need at least one CMS |enterprise Portal
MFA device registered to your =
profile to continue to access your
application using MFA.

To remove the last registered R
device from your profile, you will Cpange Eomal s

Change Phone number Credential ID/Phone Number/E-mail MFA Device Type MFA Device Description Remove Selected
Change Challenge Questions and Answers

need to register a new device to Change Adarss e

View My Profile

your profile. Change Passuord
Reqister Your Phone. Computer. or E-mail
Remove Your Phone. Computer. or E-mail

My Portal

CMS Portal > EIDM user menu page > My Profile

Screen reader mode Off | Accessibility Settings

Remove Your Phone, Computer or E-mail

As a user who is required to login using Multi- Factor Authentication(MFA), you will need at least one MFA device registered to your profile to
continue to access to your application using

To remove this device, please register a new device to your profile

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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4. Login Using MFA

Steps Screenshots
1. Go to https://portal.cms.gov/ e
- Home | AboutCMS | Newsroom | Avchive | @) Helo §FAQs | () Ema | 1) Prin
and select Login to CMS Secure CMS.gOV Enterprise Portal —
Portal on the CMS Enterprise Centers for Medicare & Medicaid Services Leam st you hesthese ot | e
Portal. Health Care Qualty Improvement System  Provider Resources
Note: The CMS Enterprise OF ez b o
Portal supports the following
internet browsers: Welcome to CMS Enterprise Portal CMS Secure Portal
¢ Internet Explorer 8, 9, The CMS Enleprise Porals 3 galoway / K Tokgd S Pt S
10, and 11 being offered to allow the public to access a <
o Mozilla-Firefox number of systems related to Medicare Login to CMS Secure
Advantage, Prescription Drug, and other : { /‘{ / , 8 Portal
e Chrome CMS programs. - / ‘
Forgot User 10?
e Safari / Forot Password?
New User Registration

e ——C T

innovaion Canter | ML |y | PECOS | Quatty Reporting | caxc!

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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2. Read the Terms and
Conditions and select | Accept to
continue.

Healin Care Qualty Ingeovement System  Provicer Resowces

Terms and Conditions

OMB No 0933920 | Exgwation Date: 04502017 | Papensork Reaucton Act

You 2% 0cestng 3 U S Govemment riormanon Syatem. whsh nCiludes (1) s computer, (2) T COmputer medwork, (3) il COMpUtEns CONNECINg 10 IS neteon.
300 (4) 31 OFVCes 300 S 308 MG BRNCNNG 15 T HATAOY OF 19 B SOMOUTNe O 1N ftatrh. Thes FIDImation fystens & DrOwoRs Kr U S Covennament-auioriee
use ony

UNSUINrDed o Ingroget oe of I SA00m My Hesul 1 CAOiaary SC00N. B8 Wil 3% (I 000 LOmnl (enaten
By cang T Pormaton ST pou LO3iENd Ind CoNent 1 e oW
You have n0 fean0natie Bx3ectaton of DOVaCY MIGRNENG 3%y COMMUNKINON of Sata Tamatng or $ored on B formaton yysem

AL any S, and 1 30y WS GOVenment SUTOtE, 1N JOVE0mant My MONRO:, IMENCeRt. and SE3MUA 300 S6I0 2Ny COTITUNK IBO0N Of Sata TaNSEng or $Ioted 00
o NOMason Yy¥iem

ANy COMMUNCITON OF Cak) YANSONg Of SI0red 0N T8 NIMBNON Sy5em may D 0C0sed O UIed Ao 3y Wi GOvenment DUTDose.

To 0ONBNUe, yOU MUSE 20Ot T Nnms 30 CONTBONS 1 0U SOCAND. pOur 00N Wil SUADMat 0y De Canceted

-— G G

3. Enter your User ID and select
Next.

v | ot Cuts | viparsrnom | v | G vt b e | L] o | L P
‘ :MSQDV | Enterprise Fortal
Centers for Madcare & Medicasd Senacas

Haalm Caew Craalty Impecawimand fyslem  Providar Hivcatcan

Welcome to CMS Enterprise Portal

_— G 7D

Pt L BT
Frd 3 BT CRCE P - i LT RO

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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4. Enter your Password, select an | ReatstYour Phose, Computer, or £.mad
MFA device from the MFA Device
Type dropdown, and select Log
In.

50 knoan as Multi-Facior Autherticaton (MFA) can make your logn more secure by provading an extra

Note: The Security Code for E-
mail and One-Time Security Code e ou must do
will expire in 30 minutes. The fokowng ek 632 [nprtect R mants. soreskionidraniond
Security Code for the other MFA
device types will expire in 10
minutes. If you are unable to enter
the code within the period, you will
need to request a new Security
Code.

st downioad the VIP Access softwvare 10 your phone, f

3 software, f you do not already have 2 Select the

¥ 10 your mobde device via text message This opticn roqures yo

t = capable of recerang text me .r;-_»: Carnier sernco charges mary

If you do not have access to your
registered MFA device, please Gone A e
refer to the EIDM Quick reference - MPA Device Type: [PreseTasespCiases ) {u—

Guide ‘E/DM QRG — User Login’, . s .:'"':t- L« ‘.\ ,"‘ SNUMENIC Coce that desplays under the Label Credentiad 1D on your device.
for step-by-step instructions on ST sl
how to register an MFA device. MO et [E5Coe K

¥ VIP Access

‘ Credential ID

VSHM49586924 C

e ——————
Security Code 022 ‘

533515 € | e

Symantec.
Validation &
1D Protection

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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4(a). If you select
Phone/Tablet/PC/Laptop as the
MFA Device Type, enter the
Security Code that displays under
the field labeled Security Code
(on the VIP Access software) in
the Security Code field. Select
Log In.

¥ VIP Access

Credential ID ' 0
VSHM49586924

Security Code ~ @22 |

533515 ©
@i

- MFA Device Type:  Phone/Tablet/PC/Laptop -
The Security Code for the Phona/Tablst/PC/Laptop will #xpire in 10 minutes

Security Code: 31082

=) GEETED aED

Forgot Password?

Unabke o Access Security Code?

R egister PMAF A Device

4(b). If you select Text Message
— Short Message Service (SMS)
or Interactive Voice Response
(IVR) or E-mail as the MFA
Device Type, select Send to
receive the Security Code on the
selected MFA device type. Enter
the Security Code in the Security
Code field and select Log In.

Pascword: sesssssss

!

The Security Code for the Interactive Voice Response (VR) will expire in 10 minutes.

W) security Code: 312455
= @TED G2

Forgot Password?

- MFA Device Type: Interactive Voice Response (IVR)

Uinable to Access Security Code?

Register MFA Device

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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4(c). If you select One-Time
Security Code as the MFA
Device Type, enter the Security
Code that was sent to your
registered E-mail address via the
‘Unable to Access Security
Code?’ link or provided by the
Helpdesk, in the Security Code
field. Select Log In.

Password: sessssssse

S MFA Device Type: One- Time Security Code

The Security Code for the One- Time Security Code will expire in 30 minutes.

=3

Security Code: 234211

= @HETED GEZ"ND

Forgot Password?

Unable to Access Security Code?

Register MFA Device

5. If you are not able to access
your Security Code, select the
‘Unable to Access Security
Code?’ link. On selecting this
link, the ‘Unable to Access
Security Code’ popup message
will be displayed.

Select OK to continue

1 ér\in S‘«umy Code

red to complete y

wish 10 continue?

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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6. Enter your User ID and select
Next.

7. Answer the challenge

CMS.QDV | Enterprise Portal .

L bl 0 PG 0TS
T A CRAIATY BT TR ST PO RES DS
CHEL Portal > Unalde io Accwss Security L ods
s meacer moce DF | Accrasiaty SeSnge

Ploass srlit yiad Uer IO

e 4=
85 Portal Lonin e heukd e cench
' prouib WA ol EUA S0l Pl
I v 30T P

o § ot € 1-IS-JET-1585 or 45 FEPSE

L e
o L I, please sl Eprand Liser 107 i

guestions and select Next.

CMS.QOV | Enterprise Portal —
Camans for Modienrs & Medies Sensss LT ST e P
i Care Cusiny mmperovament Sywism  Provioer Bescurces

CME Portal = Unabls 1o Accesss Sscurity Cods

Fiobis snaws T [oibawing ChEssrgs GBI

Webusl o v e
Wil o o s O W el pins el gl

Wi i o v e Msbon?

i

- i - s £S5 D751 o (MG PEFRSom b
o el 'y DL, Sc e, T i U Adimanistymtion, (LA pege.

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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8. Select OK to return to the login
page.

Note: This security code will
expire in 30 minutes or after it is
used successfully for the first
time.

CMS.QOV | Enterprise Portal o
S T st e e .

sl Care Crually Improviment Syibim  Provider Risouitit

CMS Ponal > Unabls 1o Accesd Secedity Code

b ok O | Aoty Semngs
Unabie 1o Access Sacurity Code

A, Sac1 Ry OO Pl Do) B

0 0 b ot T o el o

GECED 4
9. An E-mail with the Security
COde W|” be Sent tO the E'ma|| From :mm.:c-,;. Sent: i 1123/2005)
address on your profile. @
Subject Requested Information
Dear John Smith,

Your Security Code for MFA is 345678. Please enter this number in the text box named 'Security Code' to log inta CMS Portal or your Application. If you
did not initiate this request, please contact your Application Help Desk.

Please note that the Security Code for MFA expires in 30 minutes.

Thank you,
CMS.gov

Please do not reply to this system generated E-mail.

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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10. Read the Terms and Heatm Care Quatty Inpeovament System  Broviees Aesouces
Conditions and select | Accept to

continue. Terms and Conditions

OMB No 0932120 | Exgwation Date: 04502017 | Pagersor Reaucton At

You 2% 200esang 3 U S Oovermment nioemancn Syidem. whch nCiudes (1) s Computer, (2) T COmputer medwork, (3) 3l COMpUters CONNSCING 10 IS Neteon,
30 (4) 30 OFVCES 500 S0 300 Ml SEICING 15 TR AATRGNK OF 1 B SOMOUTNE O BN Mtacrk. Thes Ireation fystens i (rOwORE X U S Covernanend-Suihonnd
Ut oy

UMSUINOATAG OF RCro0es uoe Of I Syatem mdy fSul 1 Ccginary SCICN. B8 Wil 3% SVl 300 LOMnl (enanes
By cang T Armuton Satem. pou UOeEEnd and CONMet 10 Pe Liowny
You have 70 1eanonabie $xpedtation of DOVacy TgINENG 3%y COMMUNCINON o St Yamatng or 4ored on B rformation yystem

AL 2any S, and K07 2y Bwis GOvemment SUPOSe, e QOVEOYInt My MONRY, IMERCERt. and S637LA 300 S6I0 Iy COTYTUNK I00N O Gata Tanstng or 510080 00
s nformason ystem

ANy COMMUNCITON O Cata YaNSONg Of SI0r6a 0N T8 INKIMSNON Sy53em May De 0008 O UIed Ko 31y IWis GOovernment DUDose

TOCONBNUe, yOU MUSE 00Ot T 16T 00 CONSRONS I pOU COCAND. pOuUr 00N Wit SUDMatK 8y De Laneted

-— G G

11. Enter your User ID and select

Next. CMSQDV | Enterprise Portal

Centers for Madcare & Medicad Seracas

e T e R T sy e

Heal? Cace Craalty Impeowemand Sysiem  Provider Rt

Weleome to CMS Enterprise Portal

-_—) GLTED IR

P e B3
B BT CRCE P - i L ERTIGON

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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12. Enter your Password, select
One-Time Security Code as the

MFA Device Type, and enter the

Pt C v Quakity bngrovemest Syveem  Poovider Bescorten

Security Code that was sent to eter Securtty Code
the E-mail address on your o Tl 2 Yo U Aot DIFA3 et Sl yoa SRy PP riod stcaes, S A5 Dodcn Type

profile. Then select Log In. RN

When sntenng e Securty Code. plesse enter £ prompily as the code wil supire in 8 short penod of Sme

Unable to Access Security Code?

I you are uralie 10 acoems 8 Securtty Code. you mary use the Unatie To Acomss Secunty Code™ k. To use S ok you wil be
Grecied Bway hom s Dage For securty Durposes, you will e Dromgied 10 snswer your challengs Quetions belore e Secusty
Code is gerersted. The Securty Code wil be sant 10 the smal address in your profile. You will be reguined 10 login again wieh your
User 10, Passnerd and Security Code

You may also call your Agphicanon Help Desk 10 cttae » Secuntty Code

Alar you receve the Securty Code using S bk o bom your Help Desk you munt ssdect e Ore-Tew Securty Code’ option
from e MFA Device Type dropdown men

Need to Register an MFA Device?

I yous harve 1ot regmienad an MFA Gevice and would e 10 40 %0 oW, you mary use the Regater MFA Device fek. For securty
Porpones you will be prosmpted 1 Koo Ao And srseer your challsnos Questions Befote regivterng an NFA device

MFA Device Tye:  (Oe-Time Securty Code ] -

The security code for the PhoneTablet/PC Lageop will expire in 10 minutes
Securty Code 3454?5‘

- e D

forgon Passwand?

WUaiiie 50 Acteds Securay Code?

Aogarer MIA Device

Ifyou have questions or need assistance regarding MFA, please contact your Application Help Desk
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